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BODY:

Recently, | was contacted by a person whose aunt had di ed suddenly under nys-
terious circunstances and had left her multimllion-dollar estate to a nuch
younger person whom she had known only a short time. | run an investigative ser-

vices firm M new client was very suspicious that this younger person had ex-
erted undue influence over the aunt and possibly played a role in her death. But
wi t hout any actual evidence she couldn't convince the police to look into the
matter.

So | ran a database search available to licensed investigators to find the
younger person's address history and Social Security nunber. And what | |earned
was that the deceased aunt's nane and Social Security nunber were connected to
this person's hone address-a possible indication of credit card fraud. Arned
with this evidence, ny client was able to persuade the police to take up the
case.

As an investigator who specializes in the use of online resources, | do this
kind of work all the tine. Sonetimes the clients hire ny firmdirectly; some-
times we're hired by the clients' |lawers. And now in the name of privacy, |aw
nmakers are threatening to stop these database searches.

Wth the explosion of the Internet and the ever-increasing sophistication of
conput er technol ogy, safeguarding personal privacy has understandably becone a
critical issue. New laws to protect personal information are being introduced on
the state and federal levels at a frenzied pace.

Many of these |aws, proposed and al ready enacted, are reasonable. |I'mwell
aware of the incredible amount of information available over the Internet and
the potential for msuse. New statutes that address the collection, use, and
di ssem nati on of personal information in order to protect individuals against
identity theft and related crines are needed.

But as | watch the concern about privacy ratchet up, I'mtroubled that these
efforts to protect personal privacy will soon restrict access to previously pub-
lic information. Such information is absolutely crucial to professional investi-
gators. And investigators play an inportant and often unheralded role in our |e-
gal system

The Truth |I's Qut There

Pr of essi onal investigators access personal identifying information from data-
base conpani es that require every investigative agency to provide proof of I|i-
censing and to abide by specific rules for its use. W use this information in
many ways: to prevent and investigate fraud and other crimnal acts; to find
stol en and m sappropriated assets; to enforce judgnents and | ocate peopl e seek-
ing to avoid paying child support and other debts; to investigate the theft of
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intellectual property; to find witnesses; to conduct due diligence and back-
ground searches; to assist in litigation; and to discern the truth in a variety
of other matters.

Personal identifying information is critical every time a licensed investiga-
tor must deternmine the correct identity of an individual or verify that docu-
nments refer to a specific individual. This is typically acconplished by matching
a name with an address, Social Security nunber, or date of birth- comonly re-
ferred to as "identifiers." Imgine the difficulty in finding, say, one particu-
[ ar M chael Brown absent such information.

Dat abase searches based on identifiers, often referred to as "credit head-
ers," are always used when searching for crimnal records, perhaps the nost
critical aspect of many investigations. Since the only nationwide crimnal re-
cord database, the National Criminal Information Center, is not open to the pub-
lic, private investigators nmust |ook for crimnal records jurisdiction by juris-
diction. To determ ne where to search, we commonly begin by putting together an
address history fromonline sources.

For exanple, an individual's address history gathered online played a najor
role in a recent due diligence investigation. Wth that history, | was able to
locate a crimnal record that otherw se would have renai ned hidden. It persuaded
my client not to pursue a nultinmllion-dollar investnent with a prospective
busi ness partner. Wthout access to credit headers, | wouldn't have found it.

But new Federal Trade Conmi ssion regulations and two bills pending in Con-
gress-the Privacy and Identity Protection Act (S. 2876 and H R 4857) and the
Identity Theft Prevention Act (S. 2328 and HR 4311)-may soon nake such
searches inpossible. The information contained in conputer databases will be
wal l ed of f, even to licensed investigators.

Under the Granmm Leach-Bliley Act, the FTC recently issued privacy regul a-
tions, including a prohibition on the use of credit header information other
than for very limted purposes under the Fair Credit Reporting Act. While a lit-
eral reading of the act does not require such a prohibition, the FTC chose to
interpret it as applying to credit headers. The agency did this by reversing its
| ongst andi ng position that personal identifying information contained in credit
reports is not "financial." By deciding that such infornation-including a per-
son's nanme-is "financial," the FTCis able to claimthat this information nust
be protected under the Gramm Leach-Blil ey Act.

Back in 1997, the FTC reported to Congress that it saw no need for privacy
| egi sl ati on concerning credit header information. The new rule, scheduled to be
i mpl enented by July 1, 2001, would effectively prohibit nost current uses of
this information.

The two bills now under consideration in Congress would collectively ban the
sal e or purchase of Social Security nunbers and require their renoval from
credit headers, ban the sale of credit headers altogether, and grant the FTC
broad authority to make further rules regarding the use of personal identifying
i nformati on.

Per haps the nost troubling aspect of the proposed ldentity Theft Prevention
Act is a provision that would place investigators in the sanme |egal category as
credit bureaus. This would require us to turn over our entire files upon request
to suspected felons and others being investigated. Victins or wtnesses, fearing
retribution, would be extrenely reluctant to speak with any investigator. W
m ght even have to obtain signed permi ssion fromthe individuals we investigate-
an obvi ously unworkabl e prospect.

Meanwhi | e, the proposed Any Boyer's Law (S. 2554), which has been inserted
into a "must pass" appropriations bill, provides a better solution to this prob-
lem It would make it illegal to sell Social Security numbers to individuals-the
greatest source of misuse-but would pernit continued access for |icensed inves-
tigators and certain other businesses that have a legiti mate need. (As of |ast
Friday, the president was threatening to veto the appropriations bill, in part
because of the Any Boyer provision.)
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Severely restricting access to personal identifying information will undoubt -
edly aid crinmnals and others seeking to hide their illicit activities. It wll
enbol den sone individuals to conmit even nore crime, knowi ng that tracking them
down will be that much nmore difficult. It will help crimnals trying to conceal
stol en assets and avoid prosecution. Ironically, legislation designed to protect
i ndi vidual s against identity theft and other types of fraud will cripple inves-
tigation of the very same crimes.

Among those hurt will be lawers and their clients. Such |laws coul d nake the
service of process nearly inpossible. They'|Il increase the cost of hiring inves-
tigators, who will have to resort to nore time-consumng, |ess effective, and

costlier techniques.

According to The Wall Street Journal, a 1995 survey of najor New York City
law firnms found that investigators were retained in approximately "a fifth of
the firnms' litigation natters . . . a 33 percent increase in the past five
years." I'mconfident that a survey today would find that use of investigators
had risen even further

Because state and federal |aw enforcenent agencies are overwhel med by their
wor kl oad, professional investigators also play a critical role in supplenmenting
their efforts.

In short, while | aws designed to protect privacy and prevent identity theft
are being introduced with the best of intentions, they will have damagi ng conse-
guences. Americans need access to information to protect thenselves, their fam -
lies, and their conpanies.

Access to public information and the right to privacy are both hall marks of a
heal thy society. Confronted by new and rapi dly changi ng technol ogy, we're strug-
gling to strike a bal ance between these two ideals. A former high- ranking mli-
tary officer (for whom| once worked) told ne that phone books were not publicly
available in the old Soviet Union. He also said that he would never want to |live
in such a society, where only the governnent and the police had access to infor-
mati on.

Americans are blessed with freedomin many different forns, including ones
that we don't always recognize. Many of us take for granted the benefits of the
free flow of information. W need to recognize that unreasonable restrictions
pl aced on access to previously public information will critically inpair the
functioning of our l|egal systemand ultinately our society.

Charles T. Pinck is president of the Georgetown G oup. He can be reached at
cpi nck@eor get owngr oup. com
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